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Background

A plethora of digital health applications (Apps) are available on Android and iOS - their
numbers reaching 65300 and 54,000 on Google Playstore and Apple Appstore in QI' 2021
respectively. This presents a bewildering choice to users, patients, physicians, clinicians and
insurance providers. It is an increasing challenge for health care practitioners and patients to
identify, recommend and use safe and effective apps that generate the best health benefits.
The COVID-19 pandemic accelerated the interest in use of Digital Health Apps. Practitioners are
using these apps to diagnose, treat, and manage a wide array of medical conditions. Beyond the
consumer lifestyle the personal health management, Apps are now widely used for therapeutic
practice.

This has created a requirement for standardization, guidance and regulation for Apps that

a) fulfils medical criteria

b)ensures patient data safety

c) has access control and privacy

d) has proper labelling and categorization

e) has endorsement of results.

Confidentiality, privacy, and security of patient's data at rest or in while transmission is a
significant concern.
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Challenges for App Designers

Regulatory framework has not kept pace with the speed of evolution of technological
advancements viz Artificial Intelligence (Al) that some of the Apps incorporate. Another concern is
in categorization of features that shall need compliance, under which regulation and to what
extent. With Apps incorporating new and advanced attributes, and lack of clarity on regulatory
requirements, its is often confusing for builders to specify the design and development standards.

App builders need to be continuously watchful of the dynamic regulatory framework, and
integrate new technologies in design and development with careful thought of its implications.
Another challenge for developers is absence of common standards and regulatory requirements
globally. The European Institute for Standardization recommends that all countries should develop
a framework, but there is no commonality as almost every government have a variety of
approaches to their policy of health apps.

Also several regulatory bodies are engaged, each covering specific aspects (data governance,
health and medical standards, trade practices, cybersecuirty etc.) with no single primary
authority. As frameworks cover both wellness apps and apps classified as medical products, the
involvement of regulators representing both clinical practice and consumer products is required.

Agencies who have a primary stake in the regulatory framework are :

a) licensing and market access controlling agencies

b) approving agencies for new medical procedures and products

c) insurance and reimbursement agencies viz health insurance providers
d) patient associations

e) Clinical professionals

f) IT Industry bodies

g) Agencies responsible for data security and privacy.

Pre-existing regulations in different areas domains influence emerging frameworks.
Health App regulatory requirements must complement national legislation.
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Healthcare Apps: Major global regulatory bodies,
legislation, guidance documents

1.

Guidance standards of The International Organization for Standardization (I1SO)

ISO/TS 82304-2:2021: This document provides quality requirements for health apps and
defines a health app quality label in order to visualize the quality and reliability of health apps.
It defines a Health App as one intended to be used specifically for managing, maintaining or
improving health of individual persons, or for the delivery of care. ISO/TS 82304-2 is intended to
be used by app manufacturers as well as app assessment organizations in order to
communicate the quality and reliability of a health app. Consumers, patients, carers, health
care professionals and their organizations, health authorities, health insurers and the wider
public can use the health app quality label and report when recommending or selecting a
health app for use, or for adoption in care guidelines, care pathways and care contracts.
ISO/IEC 27001: Series of documents classified under 27001 provide guidance on Information
security, cybersecurity and privacy protection.

ISO 13485:2016: Requirements for regulatory purposes for quality management of medical
devices. Applies to organizations involved in one or more stages of the life-cycle, including
design and development, production, storage and distribution, installation, or servicing of a
medical device, design and development or provision of associated activities (e.g. technical
support). ISO 13485:2016 can also be used by suppliers or external parties that provide product,
including quality management system-related services to such organizations.

2. General Data Protection Regulation (GDPR): GDPR defines how the data protection principles
should be adhered to regarding personal data relating to EU citizens. It gives everyone who live in

an

EU country a legal basis against the unlawful processing of data collected that they want

control over. GDPR compliance is required for all organizations irrespective of where they are

located, if they deal with data pertaining to people based in EU member states.

b4
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Classification criteria of healthcare Apps as Medical device

U.S. Food and Drug Administration (FDA) recognizes that Software, which on its own is a medical
device — “Software as a Medical Device” as one of three types of software related to medical
devices. The other two types of software related to medical devices include software that is
integral to a medical device - “Software in a medical device” and software used in the
manufacture or maintenance of a medical device.

The term Software as a Medical Device (SaMD) is defined by the International Medical Device
Regulators Forum (IMDRF) as software intended to be used for one or more medical purposes, that
perform these purposes, without being part of a hardware medical device. FDA recognizes any
software |/ App which is intended to treat, diagnose, cure, mitigate, or prevent disease or other
conditions as a medical device.

Healthcare Apps that are classified as SaMD are additionally regulated by following
guidelines:

1.The European Union Medical Device Regulation, Regulation (EU) 2017/745 (EU MDR)

2.Health Canada’s SaMD guidance documents includes classification criteria and

3.US FDA's - Policy for Device Software Functions and Mobile Medical Applications

4.US FDA ‘s Clinical evaluation of SaMD- Guidance for Industry

5.US FDA ‘s Clinical evaluation of SaMD- Guidance for Industry

6.NHS, UK’s - A guide to good practice for digital and data-driven health technologies is a
comprehensive guidance document for App builders on design and development
requirements. It also provides a standardized assessment criteria, gathering of required
evidence for evaluation to organizations buying and using digital health technologies.

7.NHS UK’s Digital Technology Assessment Criteria for health and social care (DTAC) brings
together legislation and good practice in these areas. It is UK’s baseline criteria for digital
health technologies entering and already used in the NHS and social care.
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https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
https://www.fda.gov/media/80958/download
https://www.fda.gov/media/100714/download
https://www.fda.gov/media/100714/download
https://www.gov.uk/government/publications/code-of-conduct-for-data-driven-health-and-care-technology/initial-code-of-conduct-for-data-driven-health-and-care-technology
https://transform.england.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://transform.england.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/

App categorization and regulatory requirement:

Healthcare Apps may be categorized into three major types, with each having different
regulatory requirements.
l.Consumer health and wellness apps: Wellness management Apps designed to promote or
encourage healthy lifestyle or activities are not regulated by FDA. However, App builders must
be careful that their claim is not interpreted as being medical in nature. There is a thin line
that marketing of these Apps treads, as understanding which apps are targeting wellness
versus formal medical management is not always be straightforward for both clinical and
general users.

For example, an App promoting healthy behaviour like exercise may be wellness, but one

aiming at behavioural changes like managing compulsive tendencies is clinical.
2. Low patient risk Apps: Digital tools that generally meet the definition of a SaMD, but are
considered to pose only a low risk to patients, qualify for enforcement discretion, and can be
made available without an active FDA oversight. These are categorised as Class | in risk
assessment.

Examples include software that supports patients with disease coping skills; provide
techniques enabling behavioural changes; adherence to medications; help with managing
alcoholism; coping with insomnia etc.

Some of the Healthcare App designers in this space have chosen to have their Apps tested in
randomised controlled trials through the regulatory scheme. However, providing FDA with safety
and efficacy data for approvals is not mandatory for them, and App builders may make their
products available without rigorous premarket testing.

3. FDA regulated Apps categorised as SaMD: App/Devices that are considered to be of moderate
to high risk, are primarily regulated through two traditional approaches- de novo and 510(k)
pathways. The de novo process is typically used for novel medical devices that fall under risk
classified as Class Il and requires reasonable assurance of safety and effectiveness for the
intended use. If there is a existing device that is “substantially equivalent” and already approved
and in market which has the same intended use and technological equivalence to a new App ,
builders may use a 510(k) approval process that does not require additional safety or efficacy
data as in de novo cases.

4. High risk devices: Apps categorised as SaMD products of Class Ill devices pose the highest risk.
They may include products that are life-supporting, life-sustaining, or substantially important in
preventing impairment of human health. These Apps must undergo the full premarket approval
process, and developers must submit clinical evidence that the benefits of the product outweigh
the risks.

It is apparent that Apps with similar functionality may qualify for different regulatory paths.
There is room for interpretation of category boundaries. This highlights the challenges faced by
App designers of ascertaining the regulatory requirements that may be necessitated for go-to-
market approvals.
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Exemptions from FDA Review

Certain health-related software has been exempted from the definition of a medical
device by the US Congress in the 2Ist Century Cures Act of 2016.

Exemptions in the law include Apps/ software that:

b4
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Is intended for administrative support of a health care facility viz. Apps/software used
for scheduling, clinical practice and inventory management, or to process and
maintain financial records.

Is intended for maintaining or encouraging a healthy lifestyle and is unrelated to the
diagnosis, cure, mitigation, prevention, or treatment of a disease or condition.

Is intended to serve as electronic patient records, including patient-provided
information, and its function is not intended to interpret or analyse patient records for
the purpose of diagnosis, cure, mitigation, prevention, or treatment.

Is intended for transferring, storing, converting formats, or displaying and printing
diagnostic data or results.

Clinical decision support software supporting or providing medical recommendations
to a health care professional, provided the provider independently reviews how those
recommendations were made
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Data and Security

A 2021 review of medical, health and fitness category of Apps in the Google play store
found that 28% offered no data privacy policies, while 88% of them collected user data. In
2019, the US Federal Trade Commission (FTC) found that one of the popular fertility tracking
apps shared user data with third part marketing companies. They intervened and ordered
the App builders to notify users of a privacy breach and obtain explicit consent for any
future data disclosures.

This highlights the issue of user’s data protection, consent for use and data privacy for
sensitive medical information. App builders are regulated by several legislations and
guidelines in this regard and compliance is mandated. Noncompliance and data breaches
can result in hefty penalties, besides loss of reputation.

Some of these statues are:
1.Mobile Health App Developers: The US Federal Trade Commission (FTC) Best Practices
provides tailored advice for Healthcare App designers. It recommmends that Health care Apps
builders should:

e Minimize data.

e Limit access and permissions.

e Keep authentication in mind.

e Consider the mobile ecosystem.

e Implement security by design.

e Not reinvent the wheel.

e Innovate how to communicate with users.
» Not forget about other applicable laws.

2. US Health Insurance Portability and Accountability Act (HIPAA): To improve the efficiency and
effectiveness of the health care system, HIPAA specifies the adoption of national standards for
electronic health care transactions and code sets, unique health identifiers, and data security.
HIPAA provisions mandate the adoption of Federal privacy protections for individually identifiable
health information.
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Data and Security(Contd.)

HIPAA provisions include following rules:

1.Privacy Rule: This Rule set national standards for the protection of individually identifiable
health information by three types of covered entities: health plans, health care
clearinghouses, and health care providers who conduct the standard health care
transactions electronically. This rule applies to personal digital health data privacy, including
medical records, insurance information, and other personal health information. It imposes
user authorization on limitations on how personal information shall be used and disclosed to
third parties.

2.Security Rule: This Rule sets national standards for protecting the confidentiality, integrity, and
availability of electronic protected health information. Rule aims to secure creation, use,
receipt, and maintenance of digital personal health information by covered organizations.

3.The Enforcement Rule: This rule provides standards for the enforcement of all the HIPAA
statues.

2. EU's General Data Protection Regulation (GDPR): GDPR puts healthcare data in a specific
sensitive category calling it - data concerning health. GDPR statues that all individuals should
have complete control over their health data with a right to know what information is being
collected, how shall it be used, and whether it shall be shared with third parties. Individuals should
be able to request transfer or deletion of their data, and opt-out of data sharing. Additionally they
have the right to object to processing of their data, and complain in case of a breach.

4. Health Level Seven International (HL7) Standards: Health Level Seven International (HL7) is a
not-for-profit, ANSI-accredited standards developing organization that provides a common
standardized framework for the exchange, integration, sharing, and retrieval of electronic health
information supporting clinical practice and its management, delivery and evaluation of health
services.

HL7 is supported by healthcare providers, government stakeholders, payers, pharmaceutical
companies, vendors/suppliers, and consulting firms, with members from over 50 countries.

These standards define how information is packaged and communicated from one party to
another, setting the language, structure and data types required for seamless integration
between systems. This provides a common standard for data exchange and communication.
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https://commission.europa.eu/law/law-topic/data-protection/reform/rules-business-and-organisations_en
http://www.hl7.org/about/index.cfm?ref=nav

FDA's Software Precertification Program:

FDA has been piloting a precertification program for developers of software [ Apps that if fully
implemented shall be a major departure from its current product review process and shorten the
go-to-market time for new Apps. The program aims to evaluate the developer, rather than
reviewing Apps /devices individually.

"To be pre-certified the program shall expect the App building organization to meet
certain qualifications, and demonstrate that it employs a meticulous process to develop
sdfe, effective software/ Apps/ devices. Certified companies shall then be allowed a
significantly streamlined review process and make changes or even introduce products
without going through the rigorous premarket review.

Though expected to be beneficial for App developers, its implication are not fully clear.
Also, legislation may be required before FDA can fully implement it."
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Conclusion

The scope and adoption of digital health Apps continues to grow. New technological
advancement and innovation continues to add newer and better applications, beneficial for
patients and clinical service providers alike, as well as the overall ecosystem.

Approval and Regulation requirements for these Apps have however have lagged in keeping
pace with the rapidly changing dynamics. They need to be harmonized with a commonly
accepted global framework that would not necessitate developers to seek multiple approvals
and incorporate varying design standards.

Currently patients, clinicals, providers and developers have an array of confusing
choices. More transparency and clarity would facilitate in easily understanding which product
is regulated for what, and if appropriate evidentiary standards were used in evaluation.

Additionally, appropriate standards and compliance for data security, both at rest and in
transit need to be implemented. Patients should also have control and rights over their sensitive
personal health data, of its access, privacy and sharing consent. With certification and
regulatory transparency, the ecosystem would earn the necessary trust for widespread
adoption, and benefit from the existing and emerging technological progress. Healthcare Apps
that meet the certification requirements as being safe, effective and evidence based have a
huge opportunity to bring better health services to the mass market.
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What's next ?

TechVariable - Your Strategic Healthcare Software/ App Design and Development

Partner.

TechVariable

This document would give you an overview of regulatory and compliance
requirements to go-to-market with your Healthcare App. However, you don't have
to think though all of the design and development standards all by yourself.

Strategizing the architecture to incorporate all compliance parameters can be
complex. It requires a team who understand the critical success factors and have

expertise in the domain.

Let TechVariable do the heavy lifting for you.

Call us today, and experience the difference.
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