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People are becoming more and more
awdare of their rights and privacy as a
result of the tremendous shift to
digitizing personal information.

Healthcare organizations are required

by law to ensure that their systems and
procedures for handling Protected

Health Information (PHI) properly

adhere to HIPAA rules. .




WHAT IS HIPAA COMPLIANGE?

We all have digital copies of our medical histories. We
have records of all of our doctor visits, as well as records
of every test we've had and every one of the outcomes.

hese documents are exceedingly
confidential to a patient, and the
information they contain is quite sensitive.
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HIPAA ENTERS THE PIGTURE
TO SECURE PHI




N /&

N\ TechVariable

The Health Insurance Portability and
Accountability Act also referred to as
HIPAA guarantees the privacy and
protection of sensitive data. When it comes
to storing this kind of sensitive data on the
cloud, AWS is one of the greatest options
available.




WHY IS HIPAA IMPORTANT?

HIPAA was designhed to protect patient data and a growing number of health
care data breaches. This led to increased HIPAA enforcement over the years.
The Office of Civil Rights (OCR) has been responsible for enforcing the HIPAA

rules.

ince the April 2003 compliance deadline, OCR has received
more than 177,854 complaints and has initiated more than

884 compliance reviews.




HOW TO GOMPLY WITH HIPARA?

It takes a combination of internal procedures, the appropriate
technology, and deliberate external collaborations to meet all HIPAA
regulations. You may attain compliance with HIPAA in the most
effective way by bearing these four concepts in mind as you go

along.
Create Implement Risk Investigation
Policies Security Evaluation of Violations

Medsures
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|(:REATE POLICIES

You should start by creating and implementing effective cybersecurity
standards, policies, and processes. Your staff should be properly taught, and
your administrative policies and practices should all be HIPAA compliant.

Additionally, make sure your policy is well-documented and communicated to
everyone in the organization.
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IMPLEMENT
| SECURITY MEASURES

Strong PHI security measures, both offline and online, are essential to
maintaining HIPAA compliance. Physical PHI storage areas should only be

accessible to authorized persons. Additionally, security measures for login and
password should be implemented.
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RISK EVALUATIONS

Each covered entity must do an annual HIPAA risk evaluation. So, if you haven't
already begun this process for 2023, do so right away. All administrative, physical,
and technical security measures that your organization has implemented to
achieve HIPAA compliance should be the subject of risk audits.

11
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If the Department of Health & Human
Services Office for Civil Rights (OCR)
determines that employers failed to
effectively teach staff on HIPAA best practices,
they may be susceptible to fines of up to $1.5
million in the event of a HIPAA violation.

12



N /&
IN\

TechVariable

INVESTIGATION
l|OF VIOLATION

In an ideal scenario, your company would abide by HIPAA regulations every day
of the year. Nevertheless, mistakes do happen, whether you, an auditor, or
authorities notice them. Have procedures in place to carry out root cause
analysis and remediation if you do notice a violation in order to ensure that the

problem doesn't recur.

13



UNDERSTANDING HIPAR GOMPLIANGE

THE BREAKDOWN

Our primary asset is an AWS account. The infrastructure of the healthcare
organization can be built upon the highly secure and scalable AWS cloud. AWS offers
a number of services to construct an application stack that is highly available,
scalable, and secure and can support an infinite number of healthcare apps and use

cdases.

14



N /&

N\ TechVariable

he physical layer, the network layer, and the data layer are the three
main layers that make up the AWS Cloud.

The real data centers where the servers and the entire infrastructure are housed
are referred to as the physical layer. When we discuss something in the cloud, that
thing should have a physical presence, and those physical presences are the data
centers. AWS gives the security in these data centers the utmost consideration.

19
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For instance AWS limits access to data.
They have stern access regulations and
extensive surveillance to monitor who
accesses the data centers. The network
layer follows, where AWS employs cutting-
edge security measures to safeguard data
transfer.

16



N /&

N\ TechVariable

For illustration, suppose there are two sources, A and B. Between these two
sources, the information this patient requires is transmitted. Therefore, the
sent data is extremely vulnerable to attacks when it is traveling.

B

I - —
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AWS therefore employs a variety of procedures, including encryption, in which data is
encrypted during transmission and can only be unencrypted at the source. AWS
employs a variety of encryption methods, making it nearly impossible for someone,
such as a hacker, to obtain and decrypt the data. That is the destination Source.

18
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HITRUST

The validity of HITRUST i1 assessments is one
year. The validity of HITRUST r2 assessments is
two years.

19
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The data layer comes after that. The real patient data is listed or kept in this
location. Data encryption is one of the capabilities offered by AWS's HIPAA-

compliant architecture, which ensures data security even when it is being held on
the service.

Now that you are aware of everything in a theoretical sense, additional safeguards
have been introduced to ensure that only authorized individuals can see or edit the
date.



HIPAR-GOMPLIANT AWS ARCHITEGTURE

IMPORTANT PROCEDURES FOR CREATING AN AWS ARCHITECTURE

'USING VPC

VPCs (Virtual Private Clouds) can come in handy when creating a HIPAA-
compliant infrastructure on AWS. A VPC enables the development of a logically

separate region within the AWS cloud. By doing so, resources can be launched in
any specified virtual network.

21
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Now, security groups and network ACLs that govern inbound and outbound traffic
can be used to restrict access to PHI.

PCs are logically separate areas of the AWS Cloud that have
their own networking configurations. Scoping networking,
rights, and data governance for various parts of your
application is made simple by this.
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USING |AM

Identity and Access Management (IAM) enables resource-level controlled access to
PHI. IAM policies provide users and programs access to particular actions and
resources. IAM also makes it possible to employ roles’ to grant momentary access to
resources, reducing the amount of long-term access keys in use.

PHI is protected both in transit and at rest thanks to encryption. Encryption keys are
generated and managed by the AWS Key Management Service (KMS). AWS also
provides a variety of encryption solutions, including server-side, client-side, and
hardware security models (HSMs).

23
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lUSING MFA

Multi-factor Authentications (AMFAs) are an essential security technique that
protects PHI by giving privileged access an additional degree of security. MFA
alternatives from AWS include virtual MFA apps and hardware MFA gadgets.

24



N /&
AN

TechVariable

The HHS web tool can be used by entities to
ascertain whether they meet the criteria for HIPAA-
covered entities or BAs and, subsequently, whether
they are required to comply with HIPAA.

29
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lDATA RECOVERY

To ensure that important data is not lost in the event of major calamities, you must

regularly backup your data. Data backup can be accomplished using a number of
AWS products, including Amazon $3, Amazon RDS, and AWS Storage Gateway.

26
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MONITORING, REVIEWING
| & AUDITING

To preserve compliance with HIPAA, routine review and monitoring are essential.
AWS offers a number of tools that track infrastructure and spot compliance

and security flaws, including AWS CloudTrail, Amazon CloudWatch, AWS
Config, and AWS Security Hub.
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TO HELP YOU WITH DATA AUDIT AND COMPLIANCE,

GONTACGT US

29
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ADDITIONAL SECURITY &
| RESPONSE PLAN

AWS collaborates with outside security companies like Trend Micro, McAfee,
and Symantec to add further layers of security. In the event of a security
breach, you must have a prepared reaction strategy. Any threat should be able
to be found, contained, and reported to the appropriate authorities.
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APPROPRIATE TRAINING
| FOR DEVELOPMENT TEAM

Educating the project developers on the value of PHI protection and giving them the
information and resources necessary to do so. They must be aware of the most
recent laws and recommended procedures.

he AWS Compliance website, among other resources provided by
AWS, can be utilized to keep up with the most recent legal
developments.

31



N /&
AN

TechVariable

HIRING ADDITIONAL
| HANDS

Working with a seasoned compliance expert is essential because they can guide
the development team through the HIPAA compliance difficulties and make sure
that the infrastructure is configured and maintained in accordance with the most
recent rules.

32
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TO GET YOU GOING WITH HANDS ON EXPERT TEAM

GONTACGT US AT TECHUARIABLE
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o make sure the infrastructure is HIPPA compliant, working with
skilled security experts and carrying out frequent risk
assessments are crucial.

..... By following these best practices and working with experienced security Ce e e
""" professionals, healthcare organizations can build a secure and compliant
infrastructure on AWS.

34



THINGS TO LOOK OUT FOR

Recognize HIPAA Privacy
and Security Regulations

Check to see if the privacy
rule applies to you

Protect the appropriate
patient data types

Avoid possible HIPAA
violations

Keep abreast on HIPAA
ammendments

Keeping check on post-
pandemic implications

Record everything

Notify of data breaches
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- RECOGNIZE HIPAA PRIVACY
| & SECURITY REGULATIONS

Youll want to be aware of a few important components of the Privacy and
Security regulations in 2023.

he Department of Health and Human Services (HHS), for instance, will
continue to concentrate on looking into minor security incidents,
possibly increasing their focus on safeguarding PHI in the mental
health, psychiatry, and psychology areas.
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Additionally, you'll need to balance how you're
carrying out those operations with the Privacy Rule
as healthcare increasingly moves online in the form
of remote consultations and digital assessments.

You'll need specific procedures to handle these
kinds of digital health interactions in 2022 and
beyond because there has been some controversy
over whether professionals using Facebook and
other social media while at work violates HIPAA.

Due to the fact that many healthcare mobile
applications handle PHI, mobile application
developers may also be regarded as HIPAA BAAs.

a1
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CHECK IF THE PRIVACY
| RULE APPLIES TO YOU

The Privacy Rule must be evaluated and confirmed to apply to your
company, practice, or healthcare organization. Keep in mind that the
Privacy Rule regulates the activities of all covered entities, from physicians
and nurses to attorneys and insurance companies, protecting individual PHI.

The people and businesses who store and process PHI for their clients
and/or patients are referred to as covered entities. A HIPAA breach must
also be reported to covered entities, who will also be held liable for any fines
levied by the Office of Civil Rights.
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PROTECT THE APPROPRIATE
| DATA TYPES

Knowing what sorts of patient data you need to safeguard and starting to
put the appropriate security and privacy measures in place is the third
action item on your HIPAA compliance checklist.

Hl is "individually identifiable health information” that is held or
communicated by a covered company or one of its business partners,
according to the HIPAA Privacy Rule. Any type of medium, including
print, electronic, and spoken communications, may be used for this.
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ACCORDING TO THE LAW,

“Individually identifiable health information” is anything
that can be used to identify an individual, including their
past, present, and future health conditions, the specifics

of the medical treatment they received, and their payment
history.

40
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AVOID POSSIBLE
| HIPAA VIOLATIONS

You must comprehend what a violation is and how it happens in order to
take preventative measures. HIPAA violations can happen in a variety of
ways. Internal violations are the most frequent sort of infraction, not data
breaches or hacks by outside parties. Most privacy rule infractions are the
result of carelessness or just little adherence.
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The offenses to be on the lookout for the
most include leaving a workstation
unlocked or losing a paper file in a

public place, even though neither action
was purposeful.
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Another excellent example of a non-intentional infringement is not correctly
setting software, such as Office 365, for HIPAA compliance. But a lost or stolen
laptop containing PHI isn't always a violation in and of itself. You are not subject to
fines or penalties if the PHI is protected with encryption that complies with
Privacy Rule requirements.

i

43
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KEEP ABREAST ON
| HIPAA AMENDMENTS

HIPAA compliance can be a changing target because changes occur
frequently. You'll still need to stay up to date on new HIPAA developments
even after you've put all the necessary cybersecurity safeguards in place,
along with processes for potential breach response. You should be ready for
the numerous HIPAA modifications that are anticipated to go into effect in
2022 right away.
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UPCOMING 2023 HIPAA UPDATE

Even though you could already be in HIPAA compliance, it's

critical to keep an eye on the upcoming 2023 HIPAA update

and collaborate with your compliance partner to make sure
you'll be compliant when it does.

43
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KEEP CHECKS ON POST-
| PAMDEMIC IMPLICATIONS

Healthcare will never be the same again as a result of the COVID-19 epidemic,
and HIPAA compliance will also change. Because of this, taking COVID-19 into

consideration in the cybersecurity, physical security, and compliance
components of your firm that may be affected is a crucial item on your HIPAA

compliance checklist.

46
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Remote work and telemedicine are the
main factors that the majority of
healthcare practitioners and covered
businesses must take into consideration.
PHI about patients is being managed from
more places, often on personal devices in
people's homes. The HHS CSC made the
decision to temporarily halt HIPAA-
related fines and penalties in order to
take this into account.

a1
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To ensure compliance over the long term in the work-from-home, telehealth-centric
erq, further safeguards surrounding PHI handling must be taken as the transition may
or may not be permanent. To make it absolutely obvious who is managing what kinds
of PHI, you'll want to strictly identify and regulate device ownership.

1  IDENTIFY

DEVIGE OWNERSHIP

2 REGULATE

48
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' RECORD EVERYTHING

Documenting as much as you can about your HIPAA compliance activities is one
of the best things you can do. To keep track of things like security measures
taken, PHI sharing with other entities, and potential breach activities, you might
even wish to deploy specially designed HIPAA compliance software.

49
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NOTIFY OF
| DATA BREACHES

HIPAA stipulates guidelines for informing impacted parties in the event that PHI
about someone is compromised. The HIPAA Breach Notification Rule specifies
these processes. Your cybersecurity policy should have processes in place for
promptly informing the appropriate stakeholders, such as regulators or law
enforcement.



BUILDING A HIPAR GOMPLIANT ARGHITEGTURE

To assist businesses in designing AWS cloud services around best security and
compliance practices, AWS offers a cloud reference architecture or an AWS
HIPAA Quickstart.

aWS Contact Us Supportv English= My Account=  Signin Create an AWS Account
- ~ |

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

AWS Partner Solutions Terraform modules FAQs Resources

REFERENCE DEPLOYMENT

HIPAA Reference Architecture on AWS

Deploy a cloud architecture that helps support your HIPAA-compliance program

View security controls matrix

View deployment guide

This solution is for people in the healthcare industry who want to to run workloads on the Amazon Web Services (AWS) /‘{q—\_’

Cloud within the scope of the U.S. Health Insurance Portability and Accountability Act (HIPAA). ? HIPAA
i

The security controls matrix shows how solution architecture decisions, components, and configurations map to HIPAA
T This solution was developed by AWS.
regulatory requirements.

This solution is part of a set of AWS compliance offerings, which provide security-focused architectures to help managed
service providers, cloud-provisioning teams, developers, integrators, and information-security teams follow strict
security, compliance, and risk-management controls.




THE ARCHITECTURE CAN BE FURTHER UNDERSTOOD
BY THE FOLLOWING:

In the VPC for management

In the VPC
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"IN THE VPC FOR
| MANAGEMENT

A gateway to the internet that acts as a highly accessible, central
point of exit for internet traffic.

Private subnet resources can access the internet from public
subnets thanks to controlled network address translation (NAT)
gateways.

Private subnets to implement your infrastructure and security
measures.

Auditing flow logging.
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l IN THE VPC

In the development VPC, private subnets are used to deploy development
workloads, and flow logs are used for auditing. This helps to ensure that
development resources are isolated from production and management
resources and that all network traffic is logged for auditing purposes.

a4
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In the management VPC, a gateway serves as a central point for internet
traffic. Public subnets manage network address translation (NAT) gateways to
allow internet access for private subnets resources. This will enable resources
in the private subnets to access the internet while maintaining a high-security
level. Additionally, private subnets are used to deploy security and
infrastructure controls, and flow logs are used for auditing, which helps one to
have better network traffic visibility.

In the production VPC, private subnets are used to deploy production
workloads, and flow logs are used for auditing. This helps to ensure that
production workloads are isolated from development and management
resources and that all network traffic is logged for auditing purposes.
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AWS TRANSIT GATEWAY ENABLES CUSTOMER
CONNECTIVITY AND VPC-TO-VPC COMMUNICATION

AGHIEVING HEALTHCARE DATA SECURITY: AWS HIPAA

GOMPLIANT ARCHITECTURE EXPLAINED



https://www.youtube.com/watch?v=cB7q7Q6Ox_s&t=681s
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There are more than a million users
actively using Amazon Web Services.
Approximately 10% of AWS users are
enterprise-scale customers, with the
remaining 90% being small and
medium-sized businesses, according to
severadl consultancy organizations.

ol
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' FOR AUDITING &
| LOGGING CONTROLS

For metric monitoring and threshold alarms, use Amazon
CloudWatch. Flow logs are delivered to an S3 bucket by this service.

HIPAA compliance standards are mapped to specific AWS
configuration items by AWS Config. Flow logs are delivered to an S3
bucket by this service.

AWS CloudTrail for logging AWS access. Flow logs are delivered to
an S3 bucket by this service.

R
)
3
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FOR CONNECTING
| WITH CUSTOMERS

To connect with AWS Transit Gateway, use AWS Site-to-Site VPN or
AWS Direct Connect.
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FOR ALLERTING &
| ACCESS CONTROL

R

Email alerts from alarms can be sent using Amazon Simple
Notification Service (Amazon SNS).

Access authorization and control are provided by AWS Identity and
Access Management (IAM).

2
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BASIC AWS ARCHITECTURAL DESIGN

AWS Cloud B )
Internet gateway

Management VPC @

Public Public

subnet i subnet ! | f 5 @
b I b L | ]! ! ||
t il : 1 i | | | AWS Config S3

CloudWatch
NAT gateway | NAT gateway

Customer connectivity

Flow logs F'D“{ﬁ'ﬂgﬁ Flow logs AWS Site-to-Site VPN

All flow logs Gib

AWS Direct Connect

AWS Transit Gateway

' Access control and alerting |




GHALLENGES AND SOLUTIONS

If AWS Cloud complies with HIPAA

If your AWS account requires d
business associate addendum

Platform as a Service solution &
BAA requirements for a HIPAA-
compliant application

How HIPAA Controls
Implementation in the AWS Cloud

If production & non-production
environments should be
separated

62
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lF AWS CLOUD
| COMPLIES WITH HIPAA

AWS does not alone ensure HIPAA compliance, but it does provide services that do
so. You might use Amazon's dependable services to build a cloud-based solution
that will manage, maintain, and transfer private patient information while
adhering to HIPAA regulations. Amazon supports HIPAA compliance. To ensure
HIPAA compliance, using AWS services alone is insufficient.



Tec

THE MAJOR GOAL OF AWS HIPAA COMPLIANCE

The major goal of AWS HIPAA compliance is to have thorough knowledge of the
HIPAA controls that can be implemented using Amazon services.
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s a result, you should take a note of the AWS HIPAA security
regulations and standards and, of course, properly fit them
into your IT infrastructure in order to deal with PHI data in a
highly protected fashion.

HERE' S AN EXAMPLE

You are creating a PHI-handling application for the AWS Cloud, and your business
Is aiming to comply with HIPAA regulations. Therefore, you must determine which
AWS services are necessary and how Enterprise Architect will build and architect
applications to comply with HIPAA regulations.
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IF YOUR AWS ACCOUNT
| REQUIRES A BAA

For customers and HIPAA-eligible services to use HIPAA AWS accounts, AWS is
providing a standard Business Associate Addendum (BAA). Without it, the client
Is expected to refrain from using the HIPAA-eligible services for any purpose or in
any way affecting PHI data. This is a need to enter into an AWS Business

Associate Agreement.

Therefore, in order for an organization to be HIPAA compliant and protect PHI on
the AWS Cloud, an AWS BAA agreement is necessary. For this, you can utilize the
AWS Artefact service to manage the contracts for HIPAA-enabled accounts in the
AWS Organisation, and during an audit, you can easily give your compliance
officer the BAA contract by utilizing AWS Artifacts.
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As an example, if you are creating an application that manages PHI, you must
discover where the application is housed in your AWS account, along with all of
the infrastructure required to support it, and you must understand how the
application manages PHI data (for example, through a database or logs). As a
result, you must consent to the BAA for the relevant AWS account(s). Please be
aware that accepting BAA is required for AWS Accounts that handle PHI data.

e

¢

@

Where How the app
. Infrastructure
the Opp IS g - . uired BN DN BN BN B B B mgnqges PHI
housed N data

617
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PAAS SOLUTION & BAA
| REQUIREMENTS FOR AN APFP

Platform As A Service (PaaS) applications may be hosted in AWS by numerous
AWS Partners. As a Partner, you must execute a Business Associate Addendum
(BAA) contract with AWS, and the client using the hosted application—referred to
as a Healthcare Provider or Covered Entity—must sign a BAA with you. Note that
the covered entity is not required to sigh the BAA with AWS.

Please see the depiction of the AWS cloud’s HIPAA compliance requirements
below.
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dWS

\./‘7

Thousands of businesses in 245 countries and
territories rely on the infrastructure provided by
Amazon Web Services. In comparison to its closest
rival, the corporation maintains twice as many
regions, 5 local zones, 12 wavelength zones, 97
direct-connect locations, 12 regional edge caches,
and 210+ edge locations.
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HOW HIPAA CONTROLS
| IMPLEMENTATION IN AWS CLOUD

You may already be aware that AWS provides a wide range of services to meet
the high availability, scalability, and security requirements of your application.
Your application's architecture can be made HIPAA compliant as a starting point
for developing a HIPAA application. You must examine the application
architecture in the further layers, as indicated - Application layer security for
authorization and authentication, as well as database layer security.

10
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ESSENTIAL COMPONENTS OF A PLATFORM OR
APPLICATION THAT COMPLIES WITH HIPAA

App and infrastructure authentication and
authorization

Layer Security for applications

Secure Database Layer

A
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App and infrastructure authentication
and authorization

In order to build up extra controls for authentication and permission for
healthcare applications, you would utilize AWS IAM primarily for authenticating
and authorizing the use of AWS services. Consider identity federation, which
may be used to extend your current identity provider solution, such as SAML 2.0

or Active Directory, to the cloud.

12
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CONSIDERATIONS FOR ACHIEVING HIPAA COMPLIANCE

e Verify your HIPAA-compliant application's authentication and authorization
settings.

e Use MFA (Multi Factor Authentication) for user authentication.

e Create no Access key for the root account.

13
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Layer Security for applications

Through AWS ELB's load balancer, your application may be directly accessible
from the Internet. Enabling HTTPS connections will secure PHI data, and doing so
will also enable SSL on the server side, encrypting all traffic between ELB and the
backend servers. In addition to using intrusion detection/prevention tools, you
add an extra layer of security by placing Web Application Firewalls in front of
web applications. All of these will aid in protecting your applications from
potential external hostile threats.

14
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Secure Database Layer

You should take into account the following recommended practices for AWS-

based databases, including Oracle, MSSQL, MySQL, etc., to protect PHI data that is
kept in databases.

Utilizing the required network security group(s) and network access control list
rules, allow access to the database only from the application tier. Enable AWS
RDS level encryption for data in transit and at rest.

19
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SEPARATING PRODUCTION &
| NON-PRODUCTION ENVIRONMENTS

Depending on the needs of the development team, every application may have
both production and non-production settings. This segregation protects the
environment from technological problems and acts as a barrier against
malicious attacks. Additionally, it aids in limiting user access in accordance with
the environment and aids the security team in collecting logs and enhancing
data for security monitoring.

16
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he production environment will primarily house PHI data. You
must ensure that no non-Production environment receives PHI
data from Production, and that a system is in place to track it.

NOTE

If you use any third-party application monitoring, be sure to check that it
complies with HIPAA regulations before choosing it. An example is the HIPAA-
compliant Datadog log Management solution, which you can utilize in your

environment.

11



HOW TO STAY AWS-HIPAA GOMPLIANT

You can utilize AWS Config within the AWS system to keep continual compliance.

Here are two strategies for doing that:

Use the Amazon Simple Notification Service (SNS) to your benefit.
This service will notify you anytime something changes in the
environment that causes your system to become noncompliant. You
can start fixing the problem as soon as you receive the warning.

Use AWS Lambda for automated remediation. When your system is
changed, the Lambda function is triggered, which launches the
automated remediation procedure.

18
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The effective management of data
transport is one of Amazon Web Service's
uses. Web data is transmitted from a

central server to a distributed network of

° . edge servers that is closer to the end user,
. who benefits from this. This work is done by
. a content delivery network (CDN). The

- dispersion of traffic loads reduces load

times and gives the user a better
experience. Amazon’'s CDN is less
expensive than competitors and manages
everything with no scaling restrictions.



AWS SEGURITY GOMPLIANGE MYTHS

Programmes for AWS Compliance might be useful tools, but they have also given
rise to several fallacies.

MYTH #1: WITH AWS, COMPLIANCE IS AUTOMATIC

Although AWS is secure and compliant in and of itself, nothing a company
deploys can be guaranteed to be compliant. As a result, even though the
iInfrastructure and data centers that underpin AWS are safe, you might need to
manually put up security precautions and carry out compliance requirements.
The AWS Shared Responsibility Model, which is detailed in more detail below,

outlines this.
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MYTH #2: AWS MANAGES BACKUPS AUTOMATICALLY

AWS does not carry out backups for users automatically. You require a disaster
recovery service, which can include offline storage offered by a third party, to achieve
total redundancy.

MYTH #3: AWS HAS AUTOMATIC REDUNDANCY AND
NEVER FAILS

There is always a danger that something will go wrong in technology. Your architecture
must be redundant, and this applies to all applications. Despite the fact that AWS
provides data centers in several locations, it is conceivable for numerous ones to be
compromised or damaged at once. AWS service interruptions or partial availability
have happened in the past, though they are uncommon now.
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SUMMARY .

In conclusion, HIPAA compliance is required to safeguard patient PHI and to adhere to US
Department of Health and Human Services (HHS) standards. In this article, we attempted
to dispel any confusion regarding HIPAA compliance standards, described the HIPAA-
eligible AWS Services and how AWS supports maintaining HIPAA compliance, as well as
the role and duties of the service provider responsible for maintaining cloud-hosted

applications and infrastructure.
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HIPAA COMPLIANT MOBILE APP DEVELOPMENT CHECKLIST

Sign a business associate

Measure risk analysis
agreement (BAA)

Design your app with
HIPAA in mind

Use a HIPAA-compliant
hosting service

Conduct your regular

measures audits

Develop a privacy
policy

1 g
| |
2 1
| |
a Incorporate security 6
| |
4 - J

Train your employees
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We also discussed the need for BAAs and the steps a customer must take to set
up an AWS account before storing PHI data in the cloud or hosting HIPAA-
compliant software. The responsibility of PaaS providers (providers of application
hosting) to uphold HIPAA for hosted applications was covered in the topic that
followed. We also discussed how businesses may implement HIPAA compliance

using examples of Web, App, and DB layer applications along with the
significance of environment isolation.

y doing this, you may help the customer execute HIPAA
compliance in the AWS Cloud, which will be the first step In
implementing HIPAA controls for the Security Team.
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